State Of North Dakota
Invitation For Bid (IFB)
(April 2026)

Solicitation Number:    			239
Purchasing Agency:				State Procurement Office
Solicitation Title: 				Secure Document and Media Destruction Services
Solicitation Begin /Issue Date:		06/17/2026
Solicitation Question Deadline:		06/24/2026 at 12:00 PM, Central Time
Solicitation End /Response Deadline:	07/01/2026 at 2:00 PM. Central Time
Commodity Code(s):				96227

Procurement Officer
The Procurement Officer is the point of contact for this IFB. Offerors shall direct all communications regarding this IFB to the Procurement Officer.  Please do not add the Procurement Officer to any marketing distribution lists.
Purchasing Agency (State): State Procurement Office	
Procurement Officer: Lindsey Matter
Email: Lmatter@nd.gov
Phone: 701-328-7163
TTY Users call: 7-1-1
Engaging in unauthorized communication or seeking to obtain information about an open solicitation with any state employee or official other than the responsible Procurement Officer or designee is sufficient grounds for suspension or debarment. [N.D.A.C. § 4-12-05-04(7)]
Solicitation Question Deadline
Offerors should carefully review the IFB including all attachments. Offerors may ask questions to obtain clarification and request additional information, or object to material in the IFB.  Questions and objections must be submitted to the Procurement Officer in writing by the deadline identified in the IFB.
1. Offerors may submit questions within NDBuys using the “Discussions Tab” in the system (see the OMB website for a quick reference guide); or 
2. Offerors may email the question directly to the Procurement Officer.
If no deadline is specified, questions or objections must be received at least seven days prior to the Solicitation End/Response deadline. The Procurement Officer may elect to respond to questions received after the deadline.
Responses to questions will be distributed as a solicitation amendment unless the question can be answered by referring the Offeror to a specific section of the IFB.
If an amendment (i.e., a new round) is issued for the solicitation in NDBuys and an Offeror has already submitted a response beforehand, Offerors are required to resubmit their response or submit a new response to remain under consideration.
A person or firm interested in submitting a response should ensure all communications related to the procurement are only with the designated point of contact. This section does not restrict communication with state officials or any member of the legislative assembly unless the state official or member of the legislative assembly is involved directly with the procurement for which the person is interested or has submitted a bid or proposal (N.D.C.C. § 54-44.4-01.1).
NDBuys State Procurement Website
This solicitation has not been posted to the State Procurement Office Online website (NDBuys). The Procurement Officer will contact all vendors solicited regarding any amendments to this solicitation and will provide any award notices.
This IFB and any related amendment and notices will be posted on the North Dakota NDBuys State Procurement System. Offerors are responsible for checking the NDBuys system to obtain all information and documents related to this IFB: 
NDBuys website
Notices related to this IFB will be sent to the supplier list for the needed commodity or service and other known potential offerors.
Offerors that are registered for the supplier list and would like to receive notices related to this IFB, locate the solicitation in NDBuys and select the “Participate in RFx” button. If you do not see the “Participate in RFx” button, contact the Procurement Officer to confirm you are already included in the list of offerors to receive notices for the solicitation.
Offerors that have not yet registered for the supplier list and would like to receive notices related to this IFB and must complete the supplier registration. See NDBuys Quick Reference Guides for how to register.

Supplier registration is required to submit a response to a solicitation posted in NDBuys. See Section 1, Subsection 4 – Supplier Registration.


Section 1
Offeror Instructions
Offeror Checklist: Have you remembered to?
· Ensure your Bid Response complies with all instructions, terms and conditions, delivery requirements, and specifications.
· Prepare your price in the specified unit of measure, FOB: Destination to the shipping location.
· Sign your bid, and initial any changes or corrections
· Ensure your Bid Response is received by the Procurement Officer by the Bid Response deadline. Call to confirm receipt.
· If using a delivery service, check tracking to ensure the Bid Response will be delivered on time. Contact the Procurement Officer as soon as possible in the event of delays due to weather, etc.
· Submit any required samples or documents.
· Please review and sign the additional attached document “EXHIBIT A” titled NORTH DAKOTA DEPARTMENT OF HEALTH AND HUMAN SERVICES Business Associate Agreement. 
·  Reference “EXHIBIT B” titled PARTICIPATING ADDENDUM
· Please review and complete the Excel document “ATTACHMENT 1” titled COST SHEET. (This is provided as a document separately attached along with this IFB in NDBuys. 
Definitions:  
Bid Response: the executed document submitted by an Offeror in response to a solicitation.
Commodities: all property, including equipment, supplies, materials, printing, insurance, and the lease of equipment.
Contractor: any person or firm having a contract with a governmental body.
Contract Administrator: Means the State Procurement Officer designated to manage this contract and communicate with the contractor. 
Destruction Facility: Means the contractor site at which the documents/media is securely stored, destroyed, and disposed. 
GLB: The Gramm-Leach-Bliley Act (GLB Act), also known as the Financial Modernization Act of 1999, is a federal law enacted in the United States to control the ways that financial institutions deal with the private information of individuals.

HIPAA: The U.S. Department of Health and Human Services (“HHS”) issued the Privacy Rule to implement the requirement of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”).  The Privacy Rule standards address the use and disclosure of individuals’ health information (“protected health information”) by organizations subject to the Privacy Rule (“covered entities”), as well as standards for individuals' privacy rights to understand and control how their health information is used.
Mobile Equipment Operation: On site secure document/media destruction process.  
National Association for Information Destruction, Inc (NAID): NAID is the standards setting body for the information destruction industry. NAID AAA Certification verifies the qualifications of certified information destruction providers through a comprehensive scheduled and unannounced audit program. This rigorous process supports the needs of organizations around the world by helping them meet numerous laws and regulations requiring protection of confidential customer information.
N.D.A.C.: North Dakota Administrative Code; rules with the force and effect of law.
NDBuys: a procurement information website maintained by the State Procurement Office pursuant to N.D.C.C. § 54-44.4-14.
N.D.C.C.: North Dakota Century Code; state laws.
Offeror: any person or firm submitting a competitive bid in response to a solicitation. 
OMB: Office of Management and Budget (OMB); a North Dakota state agency.
Participating Addendum: Means a bilateral agreement executed by the contractor and each government entity choosing to participate in this contract.  
Participating Entity: Means the government entity that enters into a Participating Addendum to receive services from the Contractor under this contract. 
Procurement Officer: an individual duly authorized to enter into and administer purchasing contracts and make written determinations with respect thereto; also includes an authorized representative acting with the limits of designated purchasing authority.
Purge: Disposal of a large amount of media, which may not be collected into locked containers.  
Purchasing Agency (STATE): the entity on which the purchase is being made on behalf of.
Secure Media: Means in this contract, any form of confidential information contained in various acceptable media types to be destroyed and recycled. This media may include, but is not limited to paper, microfilm, microfiche, x-rays, computer hard drives, ID badges, credit or debit cards, magnetic or digital tapes, disks or cartridges.  This media definition does not include metal-based tape reels, micro-chips, mobile phone cards, data cards or electronic devices of any type. 
Service area: Defines the location within which the Contractor provides service.
Services: the furnishing of labor, time, or effort by a Contractor, not involving the delivery of a specific end product other than reports that are merely incidental to the required performance.  
Solicitation: a document to notify prospective Offerors of a bidding opportunity.
Solicitation Begin: Date the solicitation was issued.
Solicitation End: Deadline for receipt of responses; also known as the 
Solicitation Closing.
SPO: State Procurement Office, a division of the Office of Management and Budget.

Secretary of State Registration Requirements: The North Dakota Secretary of State has registration requirements for individuals and businesses transacting business in North Dakota. If the successful Offeror is determined to have a registration requirement with the North Dakota Secretary of State, they must be registered before the contract award and registration must remain active for the duration of the contract period (N.D.C.C. § 54-44.4-09.1)
See the OMB Guidelines to Vendor Registry for more information.
Visit the Secretary of State's Vendor Registration webpage for information on registration requirements and fees. Visit FirstStop, the Secretary of State's business and licensing software, for online form options.
Check the Business Records database to see if a business is registered.
Contact Secretary of State's office by email or call 701-328-2900 (choose menu item 2, then option 1) if you need to register, fees apply.
Vendors may need to obtain businesses licenses. See the list of licenses required of businesses in the State of North Dakota. The link includes information on who to contact, application fees, renewal dates, and the legal reference.
Supplier Registration: Individuals or business entities desiring to be notified of bidding opportunities may complete supplier registration to be notified when solicitations are issued on the State’s procurement information system (NDBuys) (N.D.C.C. § 54-44.4-09). Supplier registration does not guarantee a vendor will receive notice of every solicitation (N.D.A.C. § 4-12-05-01). There are no fees to register as a supplier.
Individuals or business entities completing Supplier registration must provide contact information for receiving solicitation notices, Tax ID, legal structure, address and phone information.  Individuals or business entities must also select the commodity codes to identify categories of goods, services, and information technology.
Visit the OMB website for instructions:
Bidders List Registration Website
For assistance with supplier registration, contact State Procurement Help Desk at 701-328-2740 or ndbuys@nd.gov.
Submission Instructions: Please follow these instructions to submit your Bid Response. Bid Responses must be received by the Procurement Officer by the Bid Response deadline. Offerors assume the risk of the delivery method selected. Late Bid Responses will be rejected.
Sealed bids are required; therefore, bids cannot be submitted by email to the Procurement Officer.  
Offerors MUST be registered in NDBuys in order for their in person, by mail or delivery service submitted response to be considered in evaluation.
If you are not yet registered in NDBuys, complete the supplier registration. See NDBuys Quick Reference Guides for how to register.
Once registered, locate the solicitation in NDBuys and select the “Participate in RFx” button. If you do not see the “Participate in RFx” button, contact the Procurement Officer to confirm you are already included in the list of offerors to receive notices for the solicitation.
Offerors may submit Bid Response in a sealed envelope or package to the following address. Offerors may email Bid Responses to a third party to place in a sealed envelope and deliver by the Bid Response deadline. Contact the Procurement Officer to confirm receipt. Offeror shall submit one (1) copy of the Bid Response on a USB Flash Drive or other storage device. If an Excel file is provided, do not convert the Excel spreadsheet into a PDF file.

IFB #: 239
IFB Title: Secure Document and Media Destruction Services
ATTN: Lindsey Matter
State of North Dakota
Office of Management and Budget, State Procurement Office
600 East Boulevard Avenue
Bismarck, ND 58505

The STATE assumes no responsibility for delays caused by any delivery service. Postmarking by the Bid Response deadline shall not substitute for actual Bid Response receipt by the STATE. The STATE’s time of receipt will be used to determine timely receipt.  
[bookmark: _Hlk215057512]Upload Response Through the State Procurement Online System (NDBuys): 
Offerors Must be registered in NDBuys in order to submit a response.
If you are not yet registered in NDBuys, complete the supplier registration. See NDBuys Quick Reference Guides for how to register.
Once registered, locate the solicitation in NDBuys and select the “Participate in RFx” button. If you do not see the “Participate in RFx” button, contact the Procurement Officer to confirm you are already included in the list of offerors to receive notices for the solicitation.

Offeror may electronically submit a response through the State’s procurement information system (NDBuys) by the Bid Response deadline.
NDBuys Website
Do not wait until the “last minute to submit a response. We recommend uploading your response 24 hours prior to the Bid Response deadline. 
Offeror must begin the electronic submission process well in advance of the Bid Response deadline to allow for transmission and resolution of any technical difficulties. Be advised that the STATE is not responsible for an Offeror’s failure to timely submit a response due to any technical difficulties. If you experience any technical difficulties, contact the Procurement Officer or the State Procurement Office at ndbuys@nd.gov or 701-328-2740.
If documents are in the process of being uploaded when the Bid Response deadline occurs, the upload process will stop. The attempted submission will not be uploaded successfully and is ineligible for consideration. The STATE takes no responsibility for electronic submissions that are captured, blocked, filtered, quarantined, or otherwise prevented from uploading by any anti-virus or other security software.
Visit NDBuys Quick Reference Guides  which describe how to submit an electronic response. 
Offeror must upload their Bid Response as requested in the Bid Response section of this IFB.
The maximum file size allowed is 56MB or 56,120 KB per file.
Do not submit documents that are embedded (zip files), movies, wmp, encrypted, or mp3 files.
Offeror will be able to confirm that a response has been submitted by reviewing the History tab of the solicitation and confirming that response status is submitted. If Offeror does not see that it has been submitted, the upload was not successful. Contact supplier support at +1 (701) 540 9648 or support-northdakota@ivalua.com.
Additional Terms and Conditions: Additional terms and conditions submitted with a Bid Response are of no effect unless accepted in writing by the Procurement Officer. Bid Responses with additional terms and conditions may be rejected as non-responsive.  (N.D.A.C. § 4-12-11-06).  
Assistance to Offerors with a Disability: Offerors with a disability that need an accommodation must contact the Procurement Officer prior to Bid Response deadline so reasonable accommodation can be made.
Bid Response Held Firm: Bid Responses are not awarded at the bid opening. Offerors must hold their Bid Responses firm for 30 days, unless otherwise specified by the Procurement Officer in writing.
Bid Response Opening: A public Bid Response opening will be held. The Procurement Officer will hold the Bid Response opening will be held via a Microsoft Teams Meeting indicated on this solicitation. Interested parties are invited to attend the Bid Response Opening. 
Microsoft Teams meeting 
Join: https://teams.microsoft.com/meet/238512621528027?p=iBFVJfrxPaugYgRxRr 
Meeting ID: 238 512 621 528 027 
Passcode: ok9VY3u5 
Need help? | System reference 
Dial in by phone 
+1 701-328-0950,,954708262# United States, Bismarck 
Find a local number 
Phone conference ID: 954 708 262# 
Join on a video conferencing device 
Tenant key: teams@join.nd.gov 
Video ID: 111 914 403 9 
More info 
For organizers: Meeting options | Reset dial-in PIN 
Enjoy your meeting
____________________________________________________________________________

Bid Response Results: Interested parties may contact the Procurement Officer to obtain a summary of all Bid Responses received and the award.  Bid results summary may be requested from the Procurement Officer.
Suppliers List - Suspension and Debarment: Placement on the supplier list does not guarantee a vendor will receive notice of every solicitation. A vendor may be removed from the supplier list if a solicitation notice is undeliverable. Vendors may be suspended or debarred from the supplier list for cause. (N.D.A.C. ch. 4-12-05)
Changes/Corrections: Offerors must initial any changes or corrections to the Bid Response, such as erasures and crossed out/rewritten prices. The Procurement Officer may confirm the Bid Response when changes are not initialed.
Multiple Bid Responses:  Offerors may submit more than one Bid Response in response to this solicitation. Each Bid Response submitted must be prepared in accordance with the Bid Response instructions and meet the stated requirements.  
Open Records Requests: Bid Responses are exempt records until the date and time of the Bid Response opening. After the Bid Response opening, all Bid Responses are subject to North Dakota open records laws.  Interested parties may contact the Procurement Officer to request information related to this solicitation.
Packaging: All packaging must be strong and secure in accordance with accepted commercial practices.
Protests: Protests of the solicitation must be received by the Procurement Officer within seven days before the Bid Response deadline. Protests of the award or Notice of Intent to Award must be received by the Procurement Officer within seven days after receiving notice of award. Seven calendar days after award or issuance of the Notice of Intent to Award it will be assumed that all interested parties knew or should have known all the facts surrounding the award. Protests must be made in writing to the Procurement Officer and include the basis for the protest.  (N.D.C.C. § 54-44.4-12; N.D.A.C. ch. 4-12-14.)
Signature: The Offeror’s authorized representative must provide their printed name, title, and sign the Bid Response. The lack of a signature may be waived as a minor informality, provided a signed Bid Response is submitted by the deadline established by the Procurement Officer.  (N.D.A.C. ch. 4-12-10)
Specifications, Compliance: All Bid Responses must comply with the stated specifications, and the successful Offeror will be held responsible. Offerors who desire to submit commodities or services that deviate from these specifications or have any objections to the stated specifications must contact the Procurement Officer by the deadline for questions or at least seven days before the Bid Response deadline, so the Procurement Officer can determine whether the specifications need to be amended. 
Specifications Prepared by Non-State Personnel: When a purchasing agency has specifications prepared by someone other than a state employee or official on behalf of the state, that person or business entity must be excluded from submitting bids or proposals in accordance with N.D.A.C. § 4-12-06-06.
Supplier/Payee Registration: The successful Offeror will be required to complete Supplier/Payee Registration, if not already registered as a Supplier/Payee. Any individual or business who will be receiving payment from a state agency or higher education institution must complete a registration process to collect important financial and taxpayer information. Payments are generally made by check or automatic clearing house (ACH), and taxpayer information must be collected in compliance with IRS requirements. The State and North Dakota University System (NDUS) have separate financial systems and vendor registration processes.
Withdrawal or changes to a Bid Response prior to the Bid Response deadline: Before the Bid Response deadline, the Offeror’s authorized representative may withdraw or change a Bid Response by making a written request to the Procurement Officer. 
Withdrawals or changes to a Bid Response after the Bid Response deadline: After the Bid Response deadline, no changes may be made to Bid Response, except as provided in N.D.A.C. ch. 4-12-10. The Offeror’s authorized representative may make a written request to withdraw the Bid Response.
























Section 2
Evaluation and Award
1. Award: Award will be made to the responsible Offeror with the lowest priced Bid Response that is responsive to the specifications and all other requirements stated herein. Award will be made as follows:

All or none.
Bid Responses from non-resident (out-of-state) Offerors will be accepted.  See Guidelines to North Dakota Purchasing Preference Laws.
2. Award – Preference Law: The reciprocal preference law, N.D.C.C.§ 44-08-01, was repealed effective August 1, 2023.
3. Award – Tie Bid Response Preference: If a tie occurs between two or more Offerors with equal Bid Response prices or offerors with identical evaluation scores:
a. Preference must be given to a resident North Dakota Offeror, seller, vendor, offeror, or contractor as defined in N.D.C.C. § 44-08-02. (N.D.C.C. 54-44.4-05.1)
b. If a tie still remains, award shall be made in accordance with N.D.A.C. § 4-12-11-05.
4. Late Bid Responses: Bid Response responses must be received by the Procurement Officer by the Bid Response deadline. Late Bid Responses will be rejected, regardless of the degree of lateness, unless the delay is due to the error of the Procurement Officer and discovered before the selection of the successful Offeror.  (N.D.A.C. § 4-12-08-13)
5. Responsiveness of the Bid Response: Any Bid Response that does not meet the requirements of the solicitation, other than mistakes determined to be minor informalities, will be rejected. (N.D.A.C. § 4-12-11-03)
6. Minor Informalities: The STATE reserves the right to waive minor informalities in Bid Responses. Minor informalities are insignificant omissions or nonjudgmental mistakes that are matters of form rather than substance, evident from the Bid Response document, with a negligible effect on price, quantity, quality, delivery, or contractual conditions that can be waived or corrected without prejudice to other Offerors. (N.D.A.C. ch. 4-12-10)
7. Mistakes: The Procurement Officer may confirm the Bid Response in the event of apparent errors, such as an unreasonably priced Bid Response. Mistakes will be handled in accordance with N.D.A.C. ch. 4-12-10.
8. Responsibility of the Offeror: The Procurement Officer, at any time, may make a supplementary investigation as to the responsibility of any Offeror, even though the Offeror may be on the supplier list. If an Offeror is determined to be not responsible, that Bid Response will be rejected even if it is the lowest Bid Response, and the Offeror may be debarred or suspended from the supplier list. (N.D.A.C. § 4-12-11-04)
9. Rejection: The STATE reserves the right to reject any and all Bid Responses in whole or in part. The Procurement Officer will send a rejection notice, including the reason for rejection. Bid Responses will be rejected if:
a. the Bid Response is determined to be not responsive to the instructions, specifications, and other requirements of the solicitation, other than mistakes or omissions determined to be minor informalities; 
b. the Bid Response is determined to be late; 
c. the Offeror fails to comply with supplier registration requirements by the stated deadline; 
d. the Offeror is determined to be not responsible, in accordance with N.D.A.C. § 4-12-11-04;
e. the Bid Response is not legible.
If all Bid Responses are rejected, the Procurement Officer will send written notice to Offeror, including the reason all Bid Responses were rejected. (N.D.A.C. § 4-12-11-09)
10. Third-Party Security Questionnaire: The Third-Party Risk Management (TPRM) program helps to classify, evaluate, and monitor all third-party Vendors to provide reasonable assurance that inherent and overall risk associated with each third-party Vendor relationship is understood and aligned to the overall security objectives at the STATE.
The STATE will accept certification of the Offeror’s solution (not the 3rd party hosting environment) via FedRAMP, HITRUST, or State RAMP in lieu of completing the Third-Party Security Questionnaire (TPSQ).  The STATE may have questions for these certified Offerors.
If the Offeror with the lowest price meeting specification does not hold a certification listed above, they will be required to complete the TPSQ. The TPSQ is a series of questions, filled out by the Offeror and any related personnel. The TPSQ assesses the Offeror security controls to determine if they are sufficient or pose any risk to the STATE.
After review of the Offeror TPSQ response, the Procurement Officer will be notified of all risks identified during the review of the security survey.
Offerors may be given the opportunity to remediate identified risks. Any costs associated with the remediation is the Offeror’s responsibility and price adjustments are not allowed.
If an Offeror will not or cannot remediate identified risks, the Agency Head or Designee may choose to accept ownership of the risk.
After award, the results of the TPSQ will be made available to the Offeror upon request and are otherwise a confidential document.


Section 3
Special Terms and Conditions
1. State Contract: The contract resulting from this solicitation will be a State Contract made available to North Dakota state agencies and institutions.  
2. Term of the Contract:  The term of the contract issued as a result of this solicitation will be as follows: 
a. Contract Period: This Contract term (Term) begins on August 1, 2026, or its Effective Date, and ends on August 1, 2028. 
b. No Automatic Renewal:  This Contract will not automatically renew.
c. Renewal Option:  STATE may renew this Contract upon satisfactory completion of the initial Contract Term.  STATE reserves the right to execute up to 2 options to renew this Contract under the same terms and conditions for a period of 24 months each (Renewal Term).
d. Extension Option:  STATE may extend this Contract for an additional period, not to exceed 12 months, beyond the current termination date of this Contract.
3. Billing Address: After delivery of commodities or services under contract, the CONTRACTOR must submit a correct invoice. Payment will be made after inspection and acceptance.

· Invoices must be addressed to the Ordering Agency that places an order under this contract. All invoice and payment inquiries must be directed to the Ordering Agency. Any problems related to late payment may be escalated to the Procurement Officer.    
3. Contract Amendment – Unanticipated Amendment:  After a binding contract has been entered into, no changes may be made, unless prior written approval has been obtained from the Purchasing Agency through execution of a contract amendment. The Contractor may request changes, such as substitutions of a product, by submitting a written request to the Procurement Officer. Unanticipated amendments must be within the scope of the original contract, authorized by the terms of the contract and due to legitimate, unforeseen circumstances.  (N.D.A.C. ch. 4-12-13)   
4. Contract Estimated Volume: The volume of this contract is estimated. Estimates are not to be considered as either a minimum or maximum, but rather an estimate based upon past and anticipated usage. The CONTRACTOR or CONTRACTORs will be required to furnish actual requirements upon receipt of an order. This contract will not include items of a similar nature, which must be bought for emergency use. 

5. Contract Sales Reports: The CONTRACTOR must maintain records of sales under the contract and furnish volume of sales information to the Procurement Officer. The CONTRACTOR must furnish reports listing all purchases made by all government entities using this contract. The report must be furnished within 7 days after the request by the Procurement Officer.  

The report format will be determined by mutual agreement of the CONTRACTOR and the Procurement Officer.
6. Inspection and Acceptance or Rejection: The STATE reserves the right to conduct inspections and investigations related to the Offeror and the offered commodities or services, including but not limited to the firm, personnel, qualifications, and the commodities and services offered to make determinations regarding compliance with the Bid Response requirements and responsibility of the Offeror.  All material and workmanship are subject to inspection and testing by the STATE at the point of manufacturer, place of storage, or upon receipt. The STATE reserves the right to reject any commodities or services and terminate the contract if the CONTRACTOR fails to comply with the specifications, terms and conditions, or the seller’s express or implied warranties. Rejected commodities will be removed at the CONTRACTOR’s expense. Failure to satisfactorily perform may result in suspension or debarment from the supplier list.
If commodities or services are rejected as being not compliant with the requirements of this solicitation, the STATE will inform the CONTRACTOR in writing. The Purchasing Agency may provide the CONTRACTOR with a reasonable opportunity to cure, whenever practicable, as set forth in writing by the Purchasing Agency.
7. Invoicing:  
Orders will be placed by state agencies and institutions.  
Paper Recycled:  N.D.C.C.§ 54-44.4-08 requires that at least twenty percent of the total volume of paper and paper products purchased for state agencies and institutions contain at least twenty-five (25%) percent recycled material.
Pricing – Tax Exempt:  All prices must be in United States currency. Bid Response prices must include all discounts and deductions, and to be less federal and state taxes. Offerors may contact the Procurement Officer to obtain the Purchasing Agency’s tax exemption number and tax-exempt certificate.
Price Adjustment: Pricing during the term of the contract will be as follows:
Pricing, Firm-Fixed with Adjustment Provisions: Pricing shall be firm for the 12 months of the contract period. After the firm-fixed period, the CONTRACTOR may submit a request for a price increase to the Procurement Officer. Requests for a price increase must include a copy of the manufacturer's official notice or other evidence that the increase or decrease is applicable to all customers.  The STATE reserves the right to accept or reject, within 30 days, or cancel the contract. The CONTRACTOR shall immediately inform the STATE of any price decreases. Price changes will become effective upon execution of a contract amendment. All orders placed are to be billed at prices in effect at the time of the order, not the date the shipment is made.
Pricing, Unit of Measure: The unit prices is to be according to the unit of measurement specified in the solicitation. In the event of mathematical differences between the unit price and extended total, the unit price will prevail. (N.D.A.C. § 4-12-10-02)
Service – Local Requirement: Services within 24 after placement of service call is required.  CONTRACTOR must have facilities or service providers within a commuting distance to meet this requirement.
Background Checks for CONTRACTOR Personnel: The Purchasing Agency requires all background checks to be performed on all CONTRACTOR Personnel who will access the facility.  
CONTRACTOR shall provide the Procurement Officer with the names of all individuals that will have access to the premises along with background checks for each individual for approval by the Purchasing Agency. This information must be received prior to the CONTRACTOR Personnel attempting to access the facility, and the CONTRACTOR must receive confirmation of approval. CONTRACTOR will be responsible for notifying the Procurement Officer or designee if any CONTRACTOR Personnel changes and provide background checks for any new CONTRACTOR Personnel. Under no circumstance shall any CONTRACTOR Personnel have access to the facility without a background check and approval by the Purchasing Agency. All background check and supporting documentation shall be provided through the North Dakota Bureau of Criminal Investigation. The cost of the background checks will be the CONTRACTOR’s responsibility. At any time during the contract period, the Purchasing Agency may request the CONTRACTOR to provide updated background checks of any CONTRACTOR Personnel that have access to the premises.
8. Travel:  
Travel costs are covered by the Contractual Amount.  CONTRACTOR may not invoice STATE for travel costs.


















Section 4
Risk Management Requirements
Offerors are instructed to review the following provisions.  Objections to these provisions must be made in writing to the Procurement Officer by the deadline for questions.  
Indemnification: Contractor agrees to defend, indemnify, and hold harmless the state of North Dakota, its agencies, officers, and employees (State), from and against claims based on the vicarious liability of the State or its agents, but not against claims based on the State’s contributory negligence, comparative and/or contributory negligence or fault, sole negligence, or intentional misconduct.  The legal defense provided by Contractor to the State under this provision must be free of any conflicts of interest, even if retention of separate legal counsel for the State is necessary.  Any attorney appointed to represent the State must first qualify as and be appointed by the North Dakota Attorney General as a Special Assistant Attorney General as required under N.D.C.C. § 54-12-08.  Contractor also agrees to reimburse the State for all costs, expenses and attorneys' fees incurred if the State prevails in an action against Contractor in establishing and litigating the indemnification coverage provided herein.  This obligation shall continue after the termination of this agreement.
Insurance: Contractor shall secure and keep in force during the term of this agreement and Contractor shall require all subcontractors, prior to commencement of an agreement between Contractor and the subcontractor, to secure and keep in force during the term of this agreement, from insurance companies, government self-insurance pools or government self-retention funds, authorized to do business in North Dakota, the following insurance coverages:
Commercial general liability, including premises or operations, contractual, and products or completed operations coverages (if applicable), with minimum liability limits of $2,000,000 per occurrence.  
Workers’ compensation coverage meeting all statutory requirements.  The policy shall provide coverage for all states of operation that apply to the performance of this contract.  
Employer’s liability or “stop gap” insurance of not less than $2,000,000 as an endorsement on the workers compensation or commercial general liability insurance.
The insurance coverages listed above must meet the following additional requirements:
1) Any deductible or self-insured retention amount or other similar obligation under the policies shall be the sole responsibility of the Contractor.  The amount of any deductible or self-retention is subject to approval by the State.
2) This insurance may be in policy or policies of insurance, primary and excess, including the so-called umbrella or catastrophe form and must be placed with insurers rated “A-” or better by A.M. Best Company, Inc., provided any excess policy follows form for coverage.  Less than an “A-” rating must be approved by the State. The policies shall be in form and terms approved by the State.
3) The duty to defend, indemnify, and hold harmless the State under this agreement shall not be limited by the insurance required in this agreement.
4) The state of North Dakota and its agencies, officers, and employees (State) shall be endorsed on the commercial general liability policy on a primary and noncontributory basis, including any excess policies (to the extent applicable), as additional insured.  The State shall have all the benefits, rights and coverages of an additional insured under these policies that shall not be limited to the minimum limits of insurance required by this agreement or by the contractual indemnity obligations of the Contractor.
5)  A “Waiver of Subrogation” waiving any right to recovery the insurance company may have against the State.  
6) The Contractor shall furnish a certificate of insurance to the undersigned State representative prior to commencement of this agreement.  All endorsements shall be provided as soon as practicable.  
The Contractor shall provide a certificate of insurance prior to commencement of this agreement and any required endorsements as soon as practicable electronically to:  
Lindsey Matter of State Procurement Office
Lmatter@nd.gov of Agency Contact Person
7) Failure to provide insurance as required in this agreement is a material breach of contract entitling the State to terminate this agreement immediately.
8) Contractor shall provide at least 30-day notice of any cancellation or material change to the policies or endorsements.  Contractor shall provide on an ongoing basis, current certificates of insurance during the term of the contract.  A renewal certificate will be provided 10 days prior to coverage expiration.  
















Section 5
Specifications

5.01 Background and Volume Information 
CONTRACTOR, in exchange for the compensation paid by STATE under this Contract, shall provide the commodities and services described in this solicitation.
The State of North Dakota, through its State Procurement Office, is seeking to award a single contract to provide statewide secure collection and destruction of documents and media.  The contractor will be responsible for providing a secure document and media destruction, including collection, destruction, verification of destruction, recycling, reporting, outreach, and retention of destruction records.  
The State will award a contract to a service provider who will be servicing the state of North Dakota.  Service is desired in cities including, but not limited to, Fargo, Bismarck-Mandan, Dickinson, Jamestown, Valley City, Minot, Devils Lake, Williston, Wahpeton, Mayville and Grand Forks. “Metro service” will be defined as a twenty miles radius of the listed cities.  Areas outside this radius will be considered “rural service.”       
The Contractor shall perform scheduled pickups of all materials designated for secure destruction media destruction at intervals not to exceed twelve (12) weeks. The Contractor is responsible for coordinating each pickup with the designated State contact to ensure timely removal and continuity of service. Pickups shall occur at least once every twelve (12) weeks, unless otherwise authorized in writing by the STATE.”
The estimated volumes of this contract are $69,133.53. The historical annual volume for this service is estimated conservatively at 794,324 pounds of paper (bins & boxes), 2,975 pounds of non-paper items and 490 hard drives. The state agencies within the metro Bismarck area generated approximately half of the estimated volume. This estimate does not include all state entities or any other government entities that may participate in the resultant contract.  The State does not guarantee any specific volumes under this contract.

5.02 Cooperative Purchasing and Participating Addendum
The contract awarded as a result of this Request for Proposal will be a cooperative purchasing contract established pursuant to North Dakota Century Code Sections 15.1-09-34(1)(k) and 54-44.4-13.  This is an open-ended cooperative purchasing contract that is made available to North Dakota government and educational entities and nonprofit organizations established on behalf of public entities for the purpose of purchasing commodities and services.  “Open-ended” means that North Dakota government and educational entities may participate in this contract, but participation is not mandated or guaranteed; therefore, the estimated volume of this contract is not known. 

The Participating Addendum, Exhibit B, will be executed by each participating entity.  The Exhibits and Participating Addendums are additional contracts between the Contractor and the Participating Entity.  The Exhibits and Participating Addendums are subject to the terms and conditions of the State Contract, and they may also contain terms and conditions specific to that Participating Entity (e.g. site access instructions, parking permits requirements, pick-up procedures, billing address, etc.).  The Participating Entity is solely responsible to the Contractor for payment of any services rendered.  

A copy of the executed Exhibits and Participating Addendums must be sent to the State Procurement Office Contract Administrator.  This copy may be faxed or emailed as an attached PDF).  The Contract Administrator will verify that the government entity is eligible for cooperative purchasing.
 
5.03 Compliance with HIPAA and GLB
The Contractor must assume full responsibility for the secure handling and disposal of all documents and media received from Participating Entities.  The Contractor must comply with the following requirements:

HIPAA:  Health Insurance Portability and Accountability Act (HIPAA) – Appendix 2
Provision of the Act that affects the privacy of the secure media health records materials as transported and destructed within the service provided by the Contractor. 

GLB:  Gramm Leach Bliley (GLB) – Appendix 3
Provisions of the Act that affect the privacy of the secure media financial materials as transported and destructed within the service provided by the Contractor. 

The Contractor must be a National Association for Information Destruction member or the bid will be rejected. 







Offeror Information and Signature
By submitting a Bid Response, the Offeror agrees to sell, furnish, and deliver to the STATE all commodities and services contained in this Invitation for Bid for which a contract is awarded by the STATE. The Offeror shall fully perform the contract in accordance with all the specifications, requirements, terms, and conditions, and shall comply with all applicable provisions of the North Dakota Century Code, including chapters 54-44.4, 46-02, and 44-08, and North Dakota Administrative Code Chapter 4-12, made part of the Invitation for Bid and resultant contract by reference.
Written acceptance of the Bid Response by the STATE constitutes a binding contract made and entered into by and between the State of North Dakota, acting through the Purchasing Agency, and the Offeror named below. Written acceptance may be made by execution of a contract, purchase order, or order using a state purchasing card.
NOTICE.  All notices or other communications required under this Contract must be given by registered or certified mail and are complete on the date postmarked when addressed to the parties identified herein. Notice provided under this provision does not meet the notice requirements for monetary claims against the STATE found at N.D.C.C. § 32 12.2 04.

Offeror/Contractor Name: ____________________________________________________________________
Contractor Federal Employer Identification Number (FEIN): ___________________________________
Offeror Street Address/P.O. Box: ______________________________________________________________
City, State Zip: _________________________________________________________________________________
Contact Name: _________________________________________________________________________________
Contact Title: ___________________________________________________________________________________
Telephone Number: ____________________________________________________________________________
Email: __________________________________________________________________________________________

Authorized Representative Signature: __________________________________________________________
Date: ____________________________________________________________________________________________



State of North Dakota
Bid Acceptance and Contract Award
The parties to this contract (Contract) are the state of North Dakota, acting through the Purchasing Agency (STATE), and the above-named Offeror (CONTRACTOR). This Contract is not effective until fully executed by both parties. If no start date is specified in the Term of Contract, the most recent date of signatures of the parties shall be deemed the Effective Date.
NOTICE. All notices or other communications required under this Contract must be given by registered or certified mail and are complete on the date postmarked when addressed to the parties identified herein. Notice provided under this provision does not meet the notice requirements for monetary claims against the STATE found at N.D.C.C. § 32‑12.2‑04.
Acting through its Purchasing Agency: _______________________________________________________
By: (Signature) _________________________________________________________________________________
Printed Name: _________________________________________________________________________________
Title: ____________________________________________________________________________________________
Date: ____________________________________________________________________________________________

 



Section 6
Contract Terms and Conditions

[bookmark: _Toc384126498]6.01 Compensation
a. Contractual Amount
STATE shall pay for the accepted services provided by CONTRACTOR under this Contract an amount not to exceed the amount indicated on the Bid Response form (Contractual Amount).
The Contractual Amount is firm for the duration of the Contract and constitutes the entire compensation due CONTRACTOR for performance of its obligations under this Contract, unless amended, regardless of the difficulty, materials or equipment required, including fees, licenses, overhead, profit and all other direct and indirect costs incurred by CONTRACTOR, except as provided by an amendment to this Contract.
b. Invoicing
The final cost set forth on each invoice must be equivalent to the cost for each service or goods as specified in the Scope of Work. CONTRACTOR may not submit an invoice for any service or goods specified in the Scope of Work that STATE has not fully accepted.
STATE may only expend public funds for any service or goods accepted within the Fiscal Year for which the funds are appropriated. STATE’s Fiscal Year is July 1 through June 30. An invoice for any service or goods accepted within the Fiscal Year must be dated prior to July 1 and received by STATE no later than July 7 of each Fiscal Year.
c. Payment
1) Payment made in accordance with this Compensation section shall constitute payment in full for the services and work performed and the deliverables and work(s) provided under this Contract and CONTRACTOR shall not receive any additional compensation hereunder.
2) STATE shall make payment under this Contract within forty-five (45) calendar days after receipt of a correct invoice.
3) Payment of an invoice by STATE will not prejudice STATE’s right to object to or question that or any other invoice or matter in relation thereto. CONTRACTOR's invoice will be subject to reduction for amounts included in any invoice or payment made which are determined by STATE, on the basis of audits conducted in accordance with the terms of this Contract, not to constitute allowable costs. At STATE’s sole discretion, all payments shall be subject to reduction for amounts equal to prior overpayments to CONTRACTOR.
4) For any amounts that are or will become due and payable to STATE by CONTRACTOR, STATE reserves the right to deduct the amount owed from payments that are or will become due and payable to CONTRACTOR under this Contract.
d. Prepayment:  STATE will not make any advance payments before performance by CONTRACTOR under this Contract.
e. Payment of Taxes by State: STATE is not responsible for and will not pay local, state, or federal taxes. STATE sales tax exemption number is E 2001. STATE will furnish certificates of exemption upon request by the CONTRACTOR.
f. Payment Methods:
1) STATE may make a payment using a government credit card. CONTRACTOR will accept a government credit card without passing the processing fees for the government credit card back to STATE.
STATE may make payment using an ACH transfer, wire transfer, or by issuing a check to CONTRACTOR.
6.02 Termination
a. Termination for Convenience or by Agreement 
STATE may terminate this Contract upon thirty (30) days’ written notice to CONTRACTOR. This Contract may be terminated by consent of both Parties executed in writing. 
b. Early Termination in the Public Interest
STATE is entering into this Contract for the purpose of carrying out the public policy of the State of North Dakota, as determined by its Governor, Legislative Assembly, Agencies and Courts. If this Contract ceases to further the public policy of the State of North Dakota, STATE, in its sole discretion, by written notice to CONTRACTOR, may terminate this Contract in whole or in part.
c.  Termination for Lack of Funding or Authority 
STATE by written notice to CONTRACTOR, may terminate the whole or any part of this Contract under any of the following conditions:
1. If funding from federal, state, or other sources is not obtained and continued at levels sufficient to allow for purchase of the services or goods in the indicated quantities or term. 
2. If federal or state laws or rules are modified or interpreted in a way that the services are no longer allowable or appropriate for purchase under this Contract or are no longer eligible for the funding proposed for payments authorized by this Contract. 
3. If any CONTRACTOR license, permit, or certificate required by law or rule, or by the terms of this Contract, is for any reason denied, revoked, suspended, or not renewed. 
Termination of this Contract under this subsection is without prejudice to any obligations or liabilities of either party already accrued prior to termination. 
d. Termination for Cause
STATE may terminate this Contract effective upon delivery of written notice to CONTRACTOR, or any later date stated in the notice:
1) If CONTRACTOR fails to provide services required by this Contract within the time specified or any extension agreed to by STATE; or 
2) If CONTRACTOR fails to perform any provisions of this Contract or so fails to pursue the work as to endanger performance of this Contract in accordance with its terms. 
The rights and remedies of STATE provided in this subsection are not exclusive and are in addition to any other rights and remedies provided by law or under this Contract. 
6.03 Force Majeure: Neither Party will be held responsible for delay or default caused by fire, riot, terrorism, pandemic, acts of God, executive orders issued by the governor or U.S. President, or war if the event was not foreseeable through the exercise of reasonable diligence by the affected Party, the event is beyond the Party’s reasonable control, and the affected Party gives notice to the other Party promptly upon occurrence of the event causing the delay or default or that is reasonably expected to cause a delay or default. If CONTRACTOR is the affected Party and does not resume performance within fifteen (15) days or another period agreed between the Parties, STATE may seek all available remedies, up to and including termination of this Contract pursuant to its Termination Section, and STATE is entitled to a pro-rata refund of any amounts paid for which the full value has not been realized, including amounts paid toward software subscriptions, maintenance, or licenses.
6.04 Right to Remedies and Cumulation of Rights: No remedy conferred by any of the specific provisions of this Contract is intended to be exclusive of any other remedy, and each and every remedy shall be cumulative and shall be in addition to every other remedy given under this Contract, now or in the future existing at law or in equity or by statute or otherwise.

6.05 Non-Waiver: Either party’s failure to exercise any of its rights under this Contract, its delay in enforcing any right, or its waiver of its rights on any occasion, shall not constitute a waiver of such rights on any other occasion. No course of dealing by either party in exercising any of its rights shall constitute a waiver thereof. No waiver of any provision of this Contract shall be effective unless it is in writing and signed by the party against whom the waiver is sought to be enforced.

6.06 Works for Hire: All work(s) under this Contract is "work(s) for hire" within the meaning of the United States Copyright Act (Title 17 United States Code) and CONTRACTOR assigns to STATE all rights and interests CONTRACTOR may have in the work(s) it prepares under this Contract, including any right to derivative use of the work(s). All software and related materials developed by CONTRACTOR in performance of this Contract exclusively for STATE are the sole property of STATE, and CONTRACTOR assigns and transfers all its rights, title, and interest in the software and related materials to STATE. CONTRACTOR shall execute all necessary documents to enable STATE to protect STATE’s intellectual property rights under this section.

6.07 Work Product: All work product, equipment or materials created for STATE or purchased by STATE under this Contract belong to STATE and must be immediately delivered to STATE at STATE'S request upon termination of this Contract.

6.08 Confidentiality: CONTRACTOR shall not use or disclose any information it receives from STATE under this Contract that STATE has previously identified as confidential or exempt from mandatory public disclosure except as necessary to carry out the purposes of this Contract or as authorized in advance by STATE. STATE shall not disclose any information it receives from CONTRACTOR that CONTRACTOR has previously identified as confidential and that STATE determines in its sole discretion is protected from mandatory public disclosure under a specific exception to the North Dakota public records law, N.D.C.C. ch. 44‑04. The duty of STATE and CONTRACTOR to maintain confidentiality of information under this section continues beyond the Term of this Contract.
6.09 Compliance with Public Records Laws: Under the North Dakota public records law certain records may be open to the public upon request. 
Public records may include:
a. records STATE receives from CONTRACTOR under this Contract,
b. records obtained by either Party under this Contract, and 
c. records generated by either Party under this Contract. 
CONTRACTOR shall contact STATE immediately upon receiving a request for information under the public records law and shall comply with STATE’s instructions on how to respond to that request.
6.010  Third-Party Security CONTRACTOR shall undergo the third-party security questionnaire on an annual basis at no cost to the STATE, unless CONTRACTOR has received FedRAMP, StateRAMP, or HiTrust certification. CONTRACTOR shall provide complete questionnaire within twenty-one (21) calendar days of receiving a written request. CONTRACTOR shall undergo the third-party security questionnaire when a breach has occurred
6.11 Independent Entity: CONTRACTOR is an independent entity under this Contract and is not a STATE employee for any purpose, including the application of the Social Security Act, the Fair Labor Standards Act, the Federal Insurance Contribution Act, the North Dakota Unemployment Compensation Law and the North Dakota Workforce Safety and Insurance Act. CONTRACTOR retains sole and absolute discretion in the manner and means of carrying out CONTRACTOR’S activities and responsibilities under this Contract, except to the extent specified in this Contract.
6.12 Assignment and Subcontracts: CONTRACTOR may not assign or otherwise transfer or delegate any right or duty without STATE’s express written consent, provided, however, that CONTRACTOR may assign its rights and obligations under this Contract if there is a change of control or sale of all or substantially all of CONTRACTOR’s assets related to this Contract, whether by merger, reorganization, operation of law, or otherwise. If Assignee is a business or entity with whom STATE is prohibited from conducting business, STATE may terminate this Contract in accordance with the Termination for Cause section of this Contract.
CONTRACTOR may enter subcontracts provided that any subcontract acknowledges the binding nature of this Contract and incorporates this Contract, including any attachments. CONTRACTOR is solely responsible for the performance of any subcontractor with whom CONTRACTOR contracts. CONTRACTOR may not contract for or incur obligations on behalf of STATE.
6.13 Spoliation – Preservation of Evidence: CONTRACTOR shall promptly notify STATE of all potential claims that arise or result from this Contract. CONTRACTOR shall also take all reasonable steps to preserve all physical evidence and information that may be relevant to the circumstances surrounding a potential claim, while maintaining public safety, and grants to STATE the opportunity to review and inspect such evidence, including the scene of an accident.
6.14 Merger and Modification, Conflict in Documents: This Contract, including the following documents, constitutes the entire agreement between the parties. There are no understandings, agreements, or representations, oral or written, not specified within this Contract. This Contract may not be modified, supplemented, or amended, in any manner, except by written agreement signed by both parties.
Notwithstanding anything herein to the contrary, in the event of any inconsistency or conflict among the documents making up this Contract, the documents must control in this order of precedence: 
a) [bookmark: _Toc384126499]The terms of this Contract as may be amended;
b) STATE’s Solicitation Amendments related to this Invitation for Bid; 
c) STATE’s Invitation for Bid; 
d) CONTRACTOR’s Bid Response submitted in response to this Invitation for Bid.
Unless negotiated between the Parties and incorporated into this Contract by reference, all automated end-user agreements (e.g., click through, shrink-wrap, or browse-wrap) are specifically excluded and null and void. Clicking shall not represent acknowledgement or agreement to any terms or conditions contained in those agreements.
6.15 Unanticipated Amendments: If additional work is required within the scope of this Contract due to a legitimate unforeseen circumstance, STATE shall provide CONTRACTOR a written description of the additional work and request CONTRACTOR to submit a proposal for accomplishing the scope of work. CONTRACTOR will not commence additional work until all Parties agree in writing.
6.16 Severability: If any term of this Contract is declared to be illegal or unenforceable by a court having competent jurisdiction, the validity of the remaining terms is unaffected and, if possible, the rights and obligations of the Parties are to be construed and enforced as if this Contract did not contain the illegal or unenforceable term.
6.17 Applicable Law and Venue: This Contract is governed by and construed in accordance with the laws of the State of North Dakota. Any action to enforce this Contract must be adjudicated exclusively in the state District Court of Burleigh County, North Dakota. Each Party consents to the exclusive jurisdiction of such court and waives any claim of lack of jurisdiction or forum non conveniens.
6.18 Alternative Dispute Resolution – Jury Trial: STATE does not agree to binding arbitration, mediation, or any other form of mandatory Alternative Dispute Resolution. The Parties may enforce the rights and remedies in judicial proceedings. STATE does not waive any right to a jury trial.
6.19 Attorney Fees: If a lawsuit is initiated by STATE to obtain performance due under this contract, and STATE is the prevailing Party, CONTRACTOR shall pay STATE’s reasonable attorney fees and costs in connection with the lawsuit, unless prohibited by N.D.C.C. § 28 26 04.
6.20 Americans with Disabilities Act (ADA) - Nondiscrimination and Compliance with Laws:
a. CONTRACTOR agrees to comply with all applicable federal and state laws, rules, and policies, including those relating to nondiscrimination, accessibility, and civil rights. (See N.D.C.C. Title 34 – Labor and Employment, specifically N.D.C.C. ch. 34-06.1 Equal Pay for Men and Women.)  
b. ADA Compliance –CONTRACTOR shall ensure that all user-facing components of the solution comply with the Americans with Disabilities Act (ADA) and at a minimum, conform to 28 CFR § 35.200 federal Requirements for Web and Mobile Accessibility; available at: 28 CFR § 35.200. CONTRACTOR shall verify accessibility compliance through automated and manual testing prior to delivery and shall provide reports to STATE quarterly or as mutually agreed by STATE and CONTRACTOR.
CONTRACTOR is responsible for maintaining accessibility compliance of the solution throughout the Term of the Contract, including all renewals and extensions. If a compliance issue is discovered, CONTRACTOR shall provide a remediation plan, including timelines and impacts, to STATE. CONTRACTOR shall indemnify STATE for any and all claims, including penalties, costs, and expenses, related to accessibility claims under the ADA related to the solution.
c. CONTRACTOR shall file all required reports timely, make required payroll deductions, and pay all taxes and premiums owed timely, including sales and use taxes, and unemployment compensation and workers' compensation premiums.
d. CONTRACTOR shall have and keep current and in good standing all licenses and permits required by law during the Term of this Contract.
e. CONTRACTOR is prohibited from boycotting Israel for the duration of this Contract. (See N.D.C.C. § 54-44.4-15.) CONTRACTOR represents that it does not and will not engage in a boycotting Israel during the term of this Contract. If STATE receives evidence that CONTRACTOR boycotts Israel, STATE shall determine whether the company boycotts Israel. The foregoing does not apply to contracts with a total value of less than $100,000 or if CONTRACTOR has fewer than ten (10) full-time employees. 
CONTRACTOR’s failure to comply with this section is a material breach by CONTRACTOR and STATE may terminate this Contract in accordance with its Termination for Cause section.
6.21 State Audit: Pursuant to N.D.C.C. § 54-10-19, all records, regardless of physical form, and the accounting practices and procedures of CONTRACTOR relevant to this Contract are subject to examination by the North Dakota State Auditor, the Auditor’s designee, or Federal auditors, if required. CONTRACTOR shall maintain these records for at least three (3) years following completion of this Contract and be able to provide them upon reasonable notice. STATE, State Auditor, or Auditor’s designee shall provide reasonable notice to CONTRACTOR prior to conducting examination.
6.22 Counterparts: This Contract may be executed in multiple, identical counterparts, each of which is deemed an original, and all of which taken together constitute one and the same contract.
6.23 Effectiveness of Contract: This Contract is not effective until fully executed by both parties. If no start date is specified in the Term of Contract, the most recent date of the signatures of the parties shall be deemed the Effective Date.














EXHIBIT A

NORTH DAKOTA DEPARTMENT OF HEALTH AND HUMAN SERVICES
Business Associate Agreement


This Business Associate Agreement is entered into by and between the North Dakota Department of Health and Human Services and [Insert Name of Business Associate] each individually a “Party” and collectively the “Parties.” This Agreement is hereby incorporated into the underlying contract {insert contract title/name} between the parties dated {insert date of original contract}.
1. DEFINITIONS 

Terms used, but not otherwise defined, in this Agreement have the same meaning as those terms in the HIPAA Rules.

Catch-all definitions:

The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA Rules: Breach, Data Aggregation, Designated Record Set, Disclosure, Health Care Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Required by Law, Secretary, Security Incident, Subcontractor, Unsecured Protected Health Information, and Use.

Specific definitions:
a. Business Associate. “Business Associate” shall generally have the same meaning as the term “business associate” at 45 CFR § 160.103, and in reference to the party to this Agreement, shall mean [Insert Name of Business Associate].

b. Covered Entity. “Covered Entity” shall generally have the same meaning as the term “covered entity” at 45 CFR § 160.103, and in reference to the party to this Agreement, shall mean the North Dakota Department of Health and Human Services. 

c. Electronic Protected Health Information. “Electronic Protected Health Information” (ePHI) shall generally have the same meaning as the term “electronic protected health information” at 45 CFR § 160.103.

d. HIPAA Rules. “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules at 45 CFR Part 160 and Part 164. A reference in this Agreement to a section in the HIPAA Rules means the section as in effect or as amended.

e. Protected Health Information. “Protected Health Information” (PHI) shall generally have the same meaning as the term “protected health information” at 45 CFR § 160.103 that Business Associate creates, receives, maintains, or transmits on behalf of Covered Entity.

2. OBLIGATIONS OF BUSINESS ASSOCIATE

a. Business Associate shall not use or disclose PHI except as permitted or required by this Agreement, as required by law, or as otherwise authorized in writing by Covered Entity.

b. Business Associate shall not use or disclose PHI in a manner that would violate Subpart E of 45 CFR § 164 if done by Covered Entity, except that Business Associate may use PHI for the proper management and administration of the Business Associate or to carry out the legal responsibilities of Business Associate.

c. Business Associate shall not request, use, or disclose more than the minimum amount of  PHI necessary to accomplish the purpose of the use, disclosure, or request in accordance with 45 CFR § 164.502(b).

d. Business Associate shall not share, use, or disclose PHI in any form via any medium with any third party beyond the boundaries and jurisdiction of the United States of America without express written authorization from Covered Entity. 

e. Business Associate shall ensure that any subcontractors that create, receive, maintain, or transmit PHI on behalf of Business Associate agree to the same restrictions, conditions, and requirements that apply to Business Associate with respect to such PHI, in accordance with 45 CFR § 164.502(e)(1) and § 164.308(b).

f. Business Associate shall use appropriate safeguards and comply with Subpart C of 45 CFR Part 164 with respect to ePHI, to prevent use or disclosure of PHI other than as provided for by this Agreement. 

g. Business Associate shall within ten (10) business days of receiving written notice from Covered Entity, provide access to any PHI in a Designated Record Set, in the manner designated by the Covered Entity, as necessary to satisfy Covered Entity’s obligations under 45 CFR § 164.524.

h. Business Associate shall within twenty (20) business days of receiving written notice from Covered Entity, make any amendments to PHI in a Designated Record Set, as directed or agreed to by Covered Entity pursuant to 45 CFR § 164.526, or take other measures as necessary to satisfy the Covered Entity’s obligations under 45 CFR § 164.526.

i. Business Associate shall document and maintain the PHI required to provide for an accounting of disclosures of PHI to Covered Entity as necessary to satisfy Covered Entity’s obligations under 45 CFR § 164.528. 

j. Business Associate shall within twenty (20) business days of receiving written notice from Covered Entity, make available to Covered Entity, or (at the direction of Covered Entity) to an Individual, such disclosures of PHI required to respond to a request for an accounting of disclosures in accordance with 45 CFR § 164.528.

k. Business Associate shall make its internal practices, books, and records available to the Secretary and to Covered Entity for purpose of determining compliance with the HIPAA Rules.


3. REPORTING OF A VIOLATION TO COVERED ENTITY BY BUSINESS ASSOCIATE

[bookmark: _Hlk57376136]Business Associate shall report to Covered Entity’s Breach Investigation Team (BIT) via email at dhsbreach@nd.gov, any use or disclosure of PHI not provided for by this Agreement, of which it becomes aware, including breaches of unsecured PHI as required at 45 CFR § 164.410, and any Security Incident of which it becomes aware, immediately, and in no case later than ten (10) business days after the use or disclosure. 
a. [bookmark: _Hlk57376235]Security Incident. “Security Incident” means (as defined by 45 CFR § 164.304), the attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system. For purposes of clarification of this Section, Security Incident includes use, disclosure, modification, or destruction of PHI by an employee or otherwise authorized user of its system of which Business Associate becomes aware. Business Associate shall track all Security Incidents and shall report such Security Incidents in summary fashion as may be requested by the Covered Entity.

a. Unsuccessful Security Incidents. Business Associate and Covered Entity agree that this Agreement constitutes notice from Business Associate of such Unsuccessful Security Incidents. By way of example, Covered Entity and Business Associate consider the following to be illustrative of Unsuccessful Security Incidents when they do not result in unauthorized access, use, disclosure, modification, or destruction of PHI or interference with an information system:

1. Pings on Business Associate’s firewall;

2. Port Scans, which are attempts to log on to a system or enter a database with an invalid password or username;

3. Denial-of-service attacks that do not result in a server being taken off-line; and

4. Malware (e.g., worms, viruses).

b. Discovery of a Violation. If the use or disclosure amounts to a breach of unsecured PHI,  Business Associate shall ensure its report is made to Covered Entity’s Breach Investigation Team (BIT) via email at dhsbreach@nd.gov immediately upon becoming aware of the Breach, and in no case later than ten (10) business days after discovery.  The Violation shall be treated as “discovered” on the first day which the Violation is known to the Business Associate or, by exercising reasonable diligence would have been known to the Business Associate. For purposes of clarification of this Section, Business Associate must notify Covered Entity of an incident involving the acquisition, access, use, or disclosure of PHI in a manner not permitted under 45 CFR Part E within ten (10) business days after an incident even if Business Associate has not conclusively determined within that time that the incident constitutes a Breach as defined by HIPAA.

c. Investigation of Breach. Business Associate shall immediately investigate the Violation and report in writing within ten (10) business days to Covered Entity with the following information:

i. Each Individual whose PHI has been or is reasonably believed to have been accessed, acquired, or disclosed during the Incident;

ii. A description of the types of PHI that were involved in the Violation (such as full name, social security number, date of birth, home address, account number);

iii. A description of unauthorized persons known or reasonably believed to have improperly used or disclosed PHI or confidential data;

iv. A description of where the PHI or confidential data is believed to have been improperly transmitted, sent, or utilized;

v. A description of probable causes of the improper use or disclosure;

vi. A brief description of what Business Associate is doing to investigate the Incident, to mitigate losses, and to protect against further Violations;

vii. The actions Business Associate has undertaken or will undertake to mitigate any harmful effect of the occurrence; and

viii. A Corrective Action Plan that includes the steps Business Associate has taken or shall take to prevent future similar Violations.

d. Breach Notification. 

i. Business Associate shall cooperate and coordinate with Covered Entity in the preparation of any reports or notices to the Individual, required to be made under the HIPAA Rules or any other Federal or State laws, rules or regulations, provided that any such reports or notices shall be subject to the prior written approval of Covered Entity.   

ii. Covered Entity shall make the final determination whether the Breach requires notices to affected Individuals and whether the notices shall be made by Covered Entity or Business Associate.

iii. For any notice regarding a Breach of unsecured PHI caused by Business Associate that Covered Entity is required to provide pursuant to 45 CFR §§ 164.404 – 164.408, Business Associate shall reimburse Covered Entity for all costs associated with Covered Entity’s obligation of notifying affected Individuals, the Secretary, and the media.

e. Mitigation. Business Associate shall mitigate to the extent practicable, any harmful effects known to the Business Associate of a use, disclosure, or loss of PHI by Business Associate in violation of the requirements of this Agreement, including, without limitation, any Security Incident or Breach of unsecure PHI.  Business Associate shall reasonably cooperate with the Covered Entity’s efforts to seek appropriate injunctive relief or otherwise prevent or curtail such threatened or actual Breach, or to recover its PHI, including complying with a reasonable Corrective Action Plan.





4. TERM AND TERMINATION OF AGREEMENT
a. Term. The Term of this Agreement becomes effective when the last Party signs and dates this Agreement, and terminates when all of the PHI provided by Covered Entity, or created or received by Business Associate on behalf of Covered Entity, is destroyed or returned to Covered Entity, or if it is infeasible to return or destroy PHI, protections are extended to the PHI, in accordance with the termination provisions in this Section and in compliance with federal law. 

b.  Automatic Termination. This Agreement automatically terminates upon the termination or expiration of the services provided.

c. Termination for Cause. Business Associate agrees that if in good faith Covered Entity determines that Business Associate has materially breached any of its obligations under this Agreement, Covered Entity may:
i. Exercise any of its rights to reports, access, and inspection under this Agreement;

ii. Require Business Associate to cure the breach or end the violation within thirty (30) business days;

iii. Terminate this Agreement if Business Associate does not cure the breach or end the violation within the time specified by Covered Entity;

iv. Immediately terminate this Agreement if Business Associate has breached a material term of this Agreement and cure is not possible; or
d. Report Business Associate’s violation to the Secretary if neither termination nor cure is feasible.

e.  Before exercising either (c)(ii) or (c)(iii), Covered Entity shall provide written notice of preliminary determination to Business Associate describing the violation and the action  Covered Entity intends to take.

5.   RETURN OR DESTRUCTION OF PROTECTED HEALTH INFORMATION

Upon termination, cancellation, expiration, or other conclusion of this Agreement, Business Associate shall:
a. Return to Covered Entity or, if return is not feasible, destroy all PHI and any compilation of PHI in any media or form. Business Associate agrees to ensure that this provision also applies to PHI in possession of subcontractors and agents of Business Associate. Business Associate agrees that any original record or copy of PHI in any media is included in and covered by this provision, as well as all originals or copies of PHI provided to subcontractors or agents of Business Associate. Business Associate agrees to complete the return or destruction as promptly as possible, but not more than thirty (30) business days after the conclusion of this Agreement. Business Associate will provide written documentation evidencing that return or destruction of all PHI has been completed.

b. If Business Associate destroys PHI, it shall be done with the use of technology or methodology that renders the PHI unusable, unreadable, or undecipherable to unauthorized individuals as specified by the Secretary. Acceptable methods for destroying PHI include:

i. For paper, film, or other hard copy media: shredding or destroying in order that PHI cannot be read or reconstructed; and

ii. For electronic media: clearing, purging, or destroying consistently with the standards of the National Institute of Standards and Technology (NIST).

 Redaction is specifically excluded as a method of destruction of PHI.

c. If Business Associate believes that the return or destruction of PHI is not feasible, Business Associate shall provide written notification of the conditions that make return or destruction not feasible. If Business Associate determines that return or destruction of PHI is not feasible, Business Associate shall extend the protections of this Agreement to the PHI and prohibit further uses or disclosures of the PHI without the express written authorization of Covered Entity. Subsequent use or disclosure of any PHI subject to this provision will be limited to the use or disclosure that makes return or destruction not feasible.

6. OBLIGATIONS OF COVERED ENTITY 

a. Notice of Privacy Practices. Covered Entity shall notify Business Associate of any limitation in its Notice of Privacy Practices to the extent such limitations affect Business Associate’s permitted uses or disclosures of PHI. 

b. Notice of Changes in Permission. Covered Entity shall notify Business Associate of any changes in, or revocation of, permission by an Individual to use or disclose PHI, to the extent that such changes affect Business Associate’s permitted uses or disclosures of PHI. 

c. Notice of Restrictions. Covered Entity shall notify Business Associate of any restrictions of the use or disclosure of PHI to which Covered Entity has agreed, to the extent that such restrictions affect Business Associate's permitted use or disclosure of PHI. 

d. Permissible Requests. Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would not be permissible under the HIPAA Rules if used or disclosed by Covered Entity. 

7.  MISCELLANEOUS PROVISIONS

a. Regulatory Reference. A reference in this Agreement to a section in the HIPAA Rules means the section as in effect or as amended.

b. Amendment. The Parties agree to take such action to amend this Agreement from time to time as is necessary for Covered Entity to comply with the requirements of the HIPAA Rules. Business Associate and Covered Entity shall comply with any amendment to the HIPAA Rules, and related regulations upon the effective date of such amendment, regardless of whether this Agreement has been formally amended. 

c. Survival. The respective rights and obligations of Business Associate under Section 2 of this Agreement shall survive the termination or expiration of this Agreement. 

d. Interpretation. Any ambiguity in this Agreement shall be resolved in favor of a meaning that permits Covered Entity and Business Associate to comply with the HIPAA Rules. 

e. Headings. Paragraph Headings used in this Agreement are for the convenience of the Parties and shall have no legal meaning in the interpretation of this Agreement. 

f. Severability. With respect to any provision of this Agreement finally determined by a court of competent jurisdiction to be unenforceable, such court shall have jurisdiction to reform such provision so that it is enforceable to the maximum extent permitted by applicable law, and the Parties shall abide by such court's determination. In the event that any provision of this Agreement cannot be reformed, such provision shall be deemed to be severed from this Agreement, but every other provision of this Agreement shall remain in full force and effect. 

g. No Third-Party Beneficiaries. Nothing express or implied in this Agreement is intended to confer upon any person other than the Parties and their respective successors or assigns, any rights, remedies, obligations, or liabilities whatsoever.

h. Applicable Law and Venue. This Business Associate Agreement is governed by and construed in accordance with the laws of the State of North Dakota. Any action commenced to enforce this Agreement must be brought in the District Court of Burleigh County, North Dakota.

i. Contact Persons. Business Associate shall identify “key contact persons” in Attachment “A” for all matters relating to this Agreement and shall notify Covered Entity of any change in these key contacts during the term of this Agreement in writing within ten (10) business days.

8. ENTIRE AGREEMENT

This Agreement contains all of the agreements and understandings between the Parties with respect to the subject matter of this Agreement.  No agreement or other understanding in any way modifying the terms of this Agreement will be binding unless made in writing as a modification or amendment to this Agreement and executed by both Parties.

IN WITNESS OF THIS, North Dakota Department of Health and Human Services (“Covered Entity”) and {insert Business Associate} (“Business Associate”) agree to and intend to be legally bound by all terms and conditions set forth above and hereby execute this Agreement as of the effective date set forth above.


For Covered Entity	 For Business Associate


(Signature):						(Signature):					

(Print Name): ______________________________	            (Print Name): ________________________________					

(Title):							(Title):						

(Date):					________	(Date):					_______ 


BUSINESS ASSOCIATE KEY CONTACT PERSONS

When applicable, Business Associate shall notify Covered Entity of any change in key contacts during the term of this Agreement in writing within ten business days.


	Website URL (if applicable):
	




	FIRST POINT OF CONTACT

	Name:
	

	Title:
	

	Address:
	

	Phone Number:
	

	Fax Number:
	

	Email Address:
	




	SECOND POINT OF CONTACT

	Name:
	

	Title:
	

	Address:
	

	Phone Number:
	

	Fax Number:
	

	Email Address:
	




Business Associate

(Signature):				_______________		

(Print Name): 	_______________________________________	

(Title):				_____________		

(Date):				_________________			








EXHIBIT B

PARTICIPATING ADDENDUM

State of North Dakota Term Contract 239
SECURE DOCUMENT AND MEDIA DESTRUCTION SERVICE

(XXXXXNAME OF PARTICIPATING ENTITY) 
1.	Scope
Agencies, boards, bureaus, commissions, institutions under the jurisdiction of the State Board of Higher Education, political subdivision, and other North Dakota government and education (public primary and secondary) entities that are authorized to purchase from contracts established for and by the State are purchasing agencies under the Term Contract Agreement and may make purchases under the terms and conditions of that agreement.  This agreement is not a purchase order and it does not guarantee any purchases will be made by any North Dakota purchasing agency.  Each North Dakota participating entity is responsible for complying with any laws that regulate its individual purchase authority.

2.	Changes: This Participation Addendum shall be subject to the terms and conditions of the State of North Dakota Term Contract 239 for Secure Document and Media Destruction Services, except for the following approved changes:  

A. Customer Pick Up location and Instructions:


B. Service to be performed at (XXXXXNAME OF PARTICIPATING ENTITY) facility located at: 

C. Billing Instructions:

D. Optional (Omit if not required to include additional conditions relative to participating entity) 




3.	Primary Participating Entity Contact: 
The primary participating entity contact for this participating addendum is as follows:

Contact Name: ___________________________________________________________
Participating Entity Name: _______________________________________________
Street Address:  __________________________________________________________
Telephone: _______________________________________________________________
Fax: _______________________________________________________________________
E-mail: ____________________________________________________________________

4. Primary Contractor Contact: 
The primary Contractor contact for this participating addendum is as follows:

		Name: _______________________________________________
		Contractor:  _______________________________________________
		Address:  _______________________________________________
		Telephone:  	_______________________________________________
                        Toll Free Number: _______________________________________________
		Fax: _______________________________________________
		E-mail:  _______________________________________________


5. The State of North Dakota Term Contract 239 Number must be shown on all Purchase Orders issued against this Agreement.	

This Addendum and the State Term Contract 239 Agreement together with its exhibits, set forth the entire agreement between the parties with respect to the subject matter of all previous communications, representations or agreements, whether oral or written, with respect to the subject matter hereof.  Terms and conditions inconsistent with, contrary or in addition to the terms and conditions of this Addendum and the Term Contract Agreement, together with its exhibits, shall not be added to or incorporated into this Addendum or the Price Agreement and its exhibits, by any subsequent purchase order or otherwise, and any such attempts to add or incorporate such terms and conditions are hereby rejected.  The terms and conditions of this Addendum and the Term Contract Agreement and its exhibits shall prevail and govern in the case of any such inconsistent or additional terms
IN WITNESS WHEREOF, the parties have executed this Addendum as of the date of execution by Contractor below.

Signatures as required by North Dakota State Statutes, Rules or Policies:



NAME OF PURCHASING ENTITY:                           NAME OF CONTRACTOR:
  
____________________________________                                _____________________________________




Signed: ____________________________                Signed: __________________________________

Printed Name: _______________________            Printed Name: ____________________________

Title: ______________________________                 Title: ___________________________________

Date: ______________________________                 Date: ___________________________________
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